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Abstract 
 
Background and objective: With the widespread internet availability, now-a-days Hadith texts which are essential sources of Islamic 
knowledge appear on many websites. In this paper, a client-based web-extension program that can authenticate online Hadith texts from 
Sahih Bukhari and Sahih Muslim is presented.  
Materials and Methods: First, the program reads the content of the specific browsed website and identifies Arabic language only. Then 
this Arabic text is screened to verify whether this contains any Hadith text by comparing with the authentic source. If complete match 
occurs in comparison, then the text is marked with green color proving the text as authentic. If some words/letters are missing, then the 
text will be marked with red color indicating that the Hadith is unauthentic and requires to be verified.  
Results: Using this web-extension, the authenticity of Hadith from Sahih Bukhari and Sahih Muslim can be verified simply by clicking a 
button of the web-extension. If the Hadith is unauthentic, it will display the authentic version of Hadith just by moving the mouse over 
the unauthentic text. Conclusion: This application will create Islamic consciousness for ordinary people. The application will also bene-
fit government agencies of Islamic affairs, Hadith printing centers, etc. 
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1. Introduction 
Hadith is the report of the words, actions, or habits of the holy 
prophet Muhammad (pbuh). Hadiths which contain advices and 
commands for daily Muslim life passed down through chains of 
narrators until they were collected and well-documented by Islam-
ic scholars. Hadiths are sources of guidance and Islamic jurispru-
dence for the Muslims along with Quran. 
Hadiths were collected by famous Islamic scholars (Muhaddiths) 
e.g., Imam Bukhari [1] and Imam Muslim [2]. During Hadith col-
lection, they verified the chain of narrators with stringent rules and 
made sure that Hadith was authentic. Verifying authenticity of 
Hadith was an extremely difficult task. For example, Imam Bu-
khari, who spent his entire life in learning, collecting and teaching 
Hadiths, travelled kilometers after kilometers to collect a single 
Hadith that wrote in his collection upon verification. His collec-
tion is named after him as Sahih Bukhari where he selected only 
over 7000 Hadiths out of more than 100,000 that he originally 
collected. 
In the present era, Internet has become the global communication 
system and Hadiths are published on the Islamic websites that 
provide attractive user-friendly interfaces with different types of 
searching functionalities. Using the functionalities, users can get 
the right/desired Hadith almost immediately rather than looking 
for Hadiths in the books. However, this way of easy creation, dis-
tribution and reproduction of Hadith-documents presents potential 
risks of intentional and unintentional mistakes in the Hadiths. This 
issue causes an enormous problem for growing Muslim communi-
ty. Consequently, it is important for web browsers to possess a 
tool to verify the Hadith words with associated diacritics to re-
solve this issue. 
In order to solve the problems related to Hadith texts, a verifica-
tion tool as a browser-extension [3] which can be downloaded and 
installed by end-users is proposed. Fig. 1 illustrates the authentica-
tion concept of the online Hadiths-texts that are published by vari-
ous servers through internet. The users read the Hadith-texts 
through a web browser for which a web-extension program is 
built. The web-extension program contains HTML code in which 
a Javascript program is embedded which checks authenticity of 
the Hadith text. 
The rest of the paper is organized as follows. Next the related 
work is discussed. The methodology is described in the next sec-
tion which is followed by the section test result. Finally, the con-
cluding remarks are provided. 
2. Related work 
Many works have been carried out on web programming and text 
authentication. Gracia [4] identified and analyzed challenges relat-
ing to multilingual web of data. They proposed a set of specific 
strategies to implement multilingual access to ontologies and data 
using ontology localization, ontology mapping, and cross-lingual 
ontology-based information. Yanagisawa [5] proposed a web-
based software development environment using mobile devices. 
The author presented a PaaS system which works via a web-
browser on client side in that the applications on the client side 
can be executed on a server machine. Swain [6] presented four 
types of difficulties that pose complications in potential environ-
mental web-app development. They provided a technique that can 
potentially reduce the level of each difficulty. They presented an 
open source implementation of this approach, a development and 
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hosting environment for environmental web apps called Tethys 
Platform. 
Adhoni and Siddiqi [7] proposed a cloud-based programming 
approach to provide a unifying framework for building Quran 
related applications. Their approach includes design and develop-
ment of APIs for the necessary components for searching, reading, 
annotation, authentication, building mobile applications and social 
networks around the central theme of the Quran. Furthermore, API 
has the ability to retrieve Quranic verses in Arabic using search 
phrases in languages other than Arabic. 
Ghiani [8] presented a graphical environment in which users cre-
ate new mashups by directly selecting interaction elements, con-
tent and functionalities from existing Web applications. They 
described the architecture of their platform and how it works, 
including its intelligent support. In this paper they focused on the 
Web, since it allows easy access to large amounts of data and 
applications (e.g. e-commerce sites, social networks, e-mail, etc.). 
Salas-Zarate [9] presented a set of best practices to develop Lift-
based Web applications. They also demonstrated a comparative 
analysis of the most well-known Web frameworks (JSF, Struts, 
CakePHP, Grails, Ruby on Rails, Django, Catalyst and Lift). The 
authors developed a set of Web applications applying best practic-
es as proof-of-concept. El-Sakka [10] proposed a real-time inter-
active verification of Quran phrases from web against the famous 
referenced recital of Hafs. The author implemented a web service 
for web browsers, which incorporates efficient search algorithms 
within a customized user interface that supports interactive verifi-
cation of the highlighted words in the Quran with/without diacritic 
marks. 
Boris [11] provided a concept and implementation to overcome 
the home automation system problem by developing extensions 
using common Web technologies. They developed a  novice solu-
tion that manipulates extensions installed on home automation 
system, analog to standard personal device application paradigm, 
thus called applications. Amontamavut and Hayakawa [12] de-
scribed the design technique of Robot Operating System (ROS) 
extension of Blue-Sky web based development including imple-
mentation with evaluation. They extended the system to utilize the 
devices, which supported ROS, on Blue-Sky. The paper by Avelar 
[13] presents the development of the WebHelpDyslexia, a browser 
extension to help people with dyslexia adapt Web content to make 
it easier to read. The authors demonstrated the design and imple-
mentation of a prototype extension for a Web browser which of-
fers customization features of Web pages, based on requirements 
from problems encountered by users with dyslexia in related stud-
ies in the literature. Tayan [14] and Alginahi [15; 16] worked on 
authentication and verification of Arabic texts using zero water-
marking. 
 Unlike aforementioned works, the objective of this work is to 
build a plug-in that appears as a toolbar icon on the user's web-
browser. The verification-tool can be activated by clicking on the 
button with which the underlying algorithm would retrieve the 
Hadith texts from the current displayed website. This is achieved 
by matching the texts with Hadith database after detecting Arabic 
text portions on the web-page. Thus, verification and authentica-
tion of Hadith texts are performed and verified texts are highlight-
ed in colors. 
 
Fig. 1: Illustration of online text-authentication concept 
3. Material and method 
Since the goal of this work is to develop a web-extension applica-
tion using a fast algorithm for Hadith text authentication, investi-
gation of fast algorithms to authenticate the texts from a known 
source is required. In this work, a fast algorithm proposed by Ka-
bir [17] is employed. The authentication program works in four 
phases as demonstrated in Fig. 2. 
 
 
Fig. 2: Flowchart of Hadith-text authentication procedure. 
 
In the first phase, the program reads the web-texts of the visited 
website as Unicode values and identifies only Arabic language. 
The program stops if Arabic texts are not found. Otherwise, in the 
second phase, the program checks the Arabic texts whether they 
contains any Hadith text by comparing with Hadith-database 
without considering diacritic. That is, only fundamental letters are 
compared to simplify the program. Note that the database of the 
Hadith is developed from authentic sources. The program stops if 
no match occurs indicating that the texts are not Hadiths. Other-
wise, the program continues with third phase where it is checked 
whether there is an exact match (of letters with diacritics) with the 
database, if there exist partial (or full) diacritics with the Arabic 
texts. If the complete match does not occur, the texts will be 
marked as red which implies that some/all diacritics (or positions 
of diacritics) are wrong. Otherwise, the texts are correct with 
full/partial diacritics and the program will enter the fourth phase. 
In this phase, it is checked whether the texts contain full/partial 
diacritics. If the texts contain partial/no diacritics, the texts are 
marked as yellow indicating that the texts contain an authentic 
Hadith with partial/no diacritics. As opposed to this occurrence, 
the text will be marked with yellow color denoting that a complete 
match of letters and full diacritics occurs in comparison. 
4. Results 
Tests have been conducted on online Hadith texts to verify the 
application. Some results are provided in Figs. 3-12 as demonstra-
tion of the web-extension. Hadith texts are taken from Sahih Bu-
khari and Sahih Muslim. When these Hadiths appear in a particu-
lar website, then the Hadiths are marked with different colors 
upon clicking on the web-extension button. The first three Hadiths 
appeared in Fig. 3-5 are marked as green denoting that they are 
authentic and contain full diacritics. Figs. 6-9 present Hadiths 
from Sahih Muslim in which Hadith in Fig. 6 is authentic but has 
partial diacritics marked by yellow color. First parts of Hadiths in 
Figs. 7-8 are authentic with full diacritics while the later parts of 
Hadiths are of partial diacritics. In Fig. 9, first part of the Hadith is 
authentic with full diacritics but the remaining part of the Hadith 
is unauthentic colored as red.  
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 Similarly, Hadiths in Figs. 10-12 contain authentic and unauthen-
tic parts marked by green and red, respectively.  Note that unau-
thentic part starts from the first letter/diacritics which does not 
match with the Hadith database stored in the web-extension. To 
simplify the program, no further check is made for the remaining 
part of the texts which are simply marked with red. 
All the test results are summarized in Table 1 that shows the simi-
larity percentages of test Hadiths in Figs. 3-12 with the Hadith 
database. First column of Table 1 shows the test Hadith source 
given in Figures 3-12. Second column provides the similarity per-
centage with full diacritics while column three lists the similarity 
percentage only with partial diacritics. The last column presents 
the percentage of unmatched part. 
 
Fig. 3:  Sahih Bukhari, Book 1, Hadith: 1. 
 
 
Fig. 4:  Sahih Bukhari, Book 2, Hadith: 8. 
 
 
Fig. 5:  Sahih Bukhari, Book 2, Hadith: 11. 
 
 
Fig. 6:  Sahih Muslim, Book 14, Hadith: 2547. 
 
 
Fig. 7:  Sahih Muslim, Book 14, Hadith: 2550. 
 
 
Fig. 8:  Sahih Muslim, Book 22, Hadith: 3944. 
 
Fig. 9:  Sahih Muslim, Book 3, Hadith 274. 
 
 
Fig. 10:  Sahih Bukhari, Book: 60, Hadith: 3337. 
 
 
 
Fig. 11:  Sahih Bukhari, Book 19, Hadith 1135. 
 
 
Fig. 12:  Sahih Bukhari, Book 19, Hadith: 1139.  
 
Table 1: Similarity of test Hadiths in Figs. 3-12 with Hadith database 
 
Hadith source 
Similarity  
percentage 
with dia-
critics (%) 
Similarity  
percentage 
only with 
partial diacrit-
ics (%) 
Percentage 
of un-
matched 
part (%) 
Sahih Bukhari, Book 1, 
No-1 
(Fig-3) 
100 0 0 
Sahih Bukhari, Book 2, 
No-8 
(Fig-4) 
100 0 0 
Sahih Bukhari, Book 2,  
No-11 
(Fig-5) 
100 0 0 
Sahih Muslim, Book 14, 
No-2547 
(Fig-6) 
0 100 0 
Sahih Muslim, Book 14,  
No-2550 
(Fig-7) 
74.50 25.50 0 
Sahih Muslim, Book 22,  
No-3944 
(Fig-8) 
65.45 34.55 0 
Sahih Muslim, Book 3,  
No-274 
(Fig-9) 
68.75 0 31.25 
Sahih Bukhari, Book 60,  
No-3337 
(Fig-10) 
54.45 0 45.54 
Sahih Bukhari, Book 19,  
No-1135 
(Fig-11) 
60.86 0 39.14 
Sahih Bukhari, Book 19, 
No-1139 
(Fig-12) 
65.78 0 34.22 
5. Conclusion  
A web-extension application using a fast algorithm for authentica-
tion of prototype Hadith texts from Sahih Bukhari has been devel-
oped. Tests have been conducted to verify the validity and per-
formance of the application. With the application, Authenticity of 
Hadith texts presented on the website can be checked simply by 
clicking a button on the web browser. This application can be used 
by researchers, Islamic organizations and scholars. Moreover, this 
application will create Islamic consciousness on the authenticity of 
Hadith among the ordinary people. 
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